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INTRODUCTION

The Institute of Information Security is the training arm of NII Consulting and is established by
K. K. Mookhey and his team at NII with the aim of bringing you the best in information security
training. We have put together a panel of brilliant trainers who have many years of experience in
the exciting field of information security. We all believe that knowledge grows when it is shared

Training is one of the ways we share our practical experiences in securing various systems and
technologies across platforms. In addition to training for security fundamentals, we want to
provide training in advanced skills and make sure you benefit from our experiences.

Why we make a difference?

e We incorporate a progressive learning methodology, which aids the comprehension of
techniques and tools alike while facing newer challenges.

e We have a set of standard courses outlined in different information security domains.
However, we also offer customized courses for candidates from diverse backgrounds with
requirements.

e We don’t just finish the modules but ensure that you have learnt it right. We take
comprehensive tests and quizzes at the end of the sessions.

e Our trainers are subject matter experts and possess practical knowledge of security issues
faced by different organizations. Our trainers have worked on all platforms including
mainframes and OpenVMS

Comprehensive knowledge-transfer

In all our training exercises, be it part of an ISO 27001 implementation or an in-house workshop,
our over-riding objective is a complete and comprehensive knowledge transfer to our
participants. We lay the maximum emphasis on practical hands-on training, and
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believe that only by actually practicing the precepts can they be learnt best. Metas_ploit
Toolkit
Committed to Security Research e

We are one of the few companies actively engaged in security research. Here are
some significant research results:

Books: ‘Linux Security, Audit and Controls’, an ISACA publication. Metasploit Framework,

Syngress Publishing
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Articles: Articles published at ISACA, Security Focus, and the Institute for Internal Auditors.

For details, visit, http://www.niiconsulting.com/innovation/papers.html

Presentations: We have been invited speakers at international conferences such
as Black hat, IT Underground, Interop and IIT security conferences.

For details visit http: //www.niiconsulting.com/innovation/presentations.html

Advisories: We have found security vulnerabilities in products from vendors such as Oracle,
Microsoft, Macromedia, etc. For details, visit

wwwe.niiconsulting.com/innovation/securityadvisories.html

Testimonials:

The faculty support and the reference materials provided are very good. The instructor mode is
also impressive. It definitely helped in grasping things quickly. The IT infrastructure provided to
participants was good.

- S.Mugunthan, Internal IT Auditor, Reserve Bank of India

[ appreciate for the training delivered during our stay at Mumbai. Thanks so much and let’s keep
in touch for any development on the area of IT Security.
- Loserain W Saiterie, IT Security Administrator, Bank of Tanzania.

[t was a great learning experience and Excellent Team, Very Commendable.
- Ogochukwu Frank, IT Manager, Nigerian Airspace Management Agency

The workshop went off very well. [ found it excellent.
- MeenakshiSundaram, Technical Specialist, Risk and Compliance, Wipro Technologies

The trainer’s knowledge, presentation skills, and ability to respond to queries were excellent.
-Vignesh Kumar N P, Asst. Manager, Security and Infrastructure, IngVysya

Excellent course explained in simple language.
-Tapos Bose, Manager -Telecom, INFOSEC
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Our Clients:

Banks & Financial Institutions
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Citigroup

HSBC

Reserve Bank of India
Saraswat Co-Operative

State Bank of India

Axis Bank Ltd

Bajaj Auto Finance Ltd.

Bank Of India

Indusind Bank Ltd

Birla Global Finance Company
Limited

KPMG Limited

Kotak Mahindra Bank Limited
Nabil Bank Limited

Sahara India Finance Corporation
Ltd

ICICI Prudential Life Insurance Co.

Ltd.

SIDBI

Tata Aig
FINO
Huntsman
Royal Group
Standard Chartered
Yes Bank
Canara Bank
Citigroup
ICICI Bank
BNP Paribas

Software and Telecom

BhartiAirltel Ltd

EXL Services

Microsoft Corp India Ltd
ITC -Ltd-Hotels Divisions
Capita India Pvt Ltd
Adobe Systems

Axis Risk Consulting
CMS Computers

Genesis Software
Genisys

I-Flex Solutions
Integreon Managed Solutions
Mahindra SSG

Reliance Infocomm
Venture Infotek

VSNL

Wipro

WNS Global Services
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Insurance and Investment

< Fidelity

< ICICI Prudential
< Kotak Mahindra
S Sharekhan

Petroleum

< BPCL
< HPCL




Courses we offer

Beginners

Ethical Hacking (CPH v2)

Certified Information Security Consultant (CISC)

Wireless Security Advanced
Exploit Development
Advance Metasploit

Practitioners

Certified Information Security Consultant (CISC)

Operating Systems Security

Database Security

Network Security

CISSP/CISA

ISO 27001 LA

ISO 27001 LI

BS 25999 LA

BS 25999 LI

IT Risk Management

IT Infrastructure Library (ITIL)
Intrusion Detection and Analysis
PCI DSS

Certified Professional Forensics

Analyst (CPFA)

Developers

Web Application Security (CWASP)

Secure Java Coding (CS]D)
Secure .NET Coding (CSDD)

Administrators

Operating Systems Security

Database Security

Network Security

IT Infrastructure Library (ITIL)
Intrusion Detection and Analysis

As far as the training is
concerned; we have to really
appreciate the trainer,
presented valuable information
with good presentation & oral
skills, very patient in discussion
session. The whole training
session is wonderful and
excellent and very useful.

- Soumil

Other Trainings

Fraud & Forensic Accounting

Course for Law Enforcement,
Senior Management
Use of CAAT tool for Audit




